Practical demonstration of VLC ActiveX vulnerability

For this demonstration I will use a web server, the link can be sent to the
victim by mail, in this case we send him a link to a webserver, which is:

http://192.168.67.124/VLC/index.html
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The victim should click on the link included in the mail, or we should suggest
him somehow to visit that link.
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If vou are not redirected within 30 seconds, click here

When executed, the javascript code crashed here:


http://192.168.67.124/VLC/index.html
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JHMP anulc. B22FEZER

MOU ERX.OWORD PTR OS: [EDX]
HMOU DWORD PTR 55: [ESP],EOH
CALL OWORD PTR DS:[EAR+141
MOU EDK, DWORD PTR DS: [EBX+E]
TEST EDH,EDN

JE awwlc.B3521EF4

MHOF

LERA ESI.OWORD FTR DOS:LCESI]
MOU ECK,.DWORD PTR OS: CEDX]
HMOU DWORD PTR S5: [ESP1, EDH
CALL DWORD PTR DS: [ECH+5641
MOU EDM, OWORD PTR DS: CEEX+3C]
TEST EDH,EDA

JE anwlc.B3521EFF
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This is a bad initialized pointer, the Internet Explorer may crash inmediately,
or sometimes it may crash when closing it, because it is handling somehow the
exception, or it may crash after navigating to another page.

Now this pointer leads to this zone:
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Address |Hex dump HSCII

AASVOPEE[ 02 A2 91 B2 E4 CE 37 B8 B2 A@ A4 88 94 Al @2 68 TUEBEW? 4. 060,
HESVO74S B8 BE EE BB|68 D2 27 60 41 G0 B2 66 95 B1 G2 BE|....hl7. 0.8, rl= -
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AESVOPAS( 58 56 97 @2 5@ 57 97 B2 CB 57 97 82 C2 58 97 82| PUNBFULE tg=xha
AESVOFPES( 38 B9 97 @2 48 S0 97 B2 CB 50 97 82 D2 5B 97 82| 2VuaHZua ' Zudrlid
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What is found here depends on information previously loaded in memory: the
javascript can load, before the exploitation, files that store information in
that zone. When the program crashes, there is a call [eax+14] that takes a
pointer that is not well initialized and can redirected execution to our own
code. We have managed to use this vulnerability to make the program jump to our
code, although we are still working to make it more reliable. The challenge is
to fill correctly the memory zone of this pointer, to make a reliable exploit.

There are other ways of exploiting the same vulnerability, I have another
example that crashes in the same place by executing an ogg file that can be in
the webserver, and redirect to a link to be executed directly in the Internet
Explorer. In that case, by executing a complete file and filling in more
information in the zone of the pointer, we can make it more reliable.

This is the image of this second example, the crash and the pointer:

B4E51FC2| GB FOP EBX

B4E51FCE) -~ E9 12C38EAA JHP anwlc. B4SAEZER

B4E51FC2|  BBB2 MOU EAX,OWORD PTR DS:[CEDA]
A4E51FCH) 8991424 MOU DWORD PTR 55: [ESP]1,EDH
FFSE 14 CALL DWORD PTR DS: [ERR+14]
A4e51F0E|  SBS3 83 MOY EDE, OWORD PTR D5z [EBR+E]
B4651F03| 8502 TEST EDR.EDA

B4e51F0S|~ BF84 19FFFFFF | JE anulc. B4eS1EF4

B4c51FOB| 98 MHOP
B4£51F0C) 207426 B8 LEA ESI,ONORD PTR DS:LCESI]
B4£51FEH|  SBBA MOU ECH,OWORD PTR DSz [EDA]

B4E51FE2|] 891424 HMOU DWORD PTR 55: [ESPI, EDH
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We can see that this zone is full of garbage,
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execution will jump to 7300.
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to 370200,
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and in this case that the

which is part of the
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B4431FC2 FOF EEX
B4431FCE(~ ED 183038588 JHF anwlc. B443EZES
Bd431FCE SEE2 MOl ERK, OWORD PTR DS5: CEDX]
H4431FCH 291424 MO OWORD PTRE SS5:[CESF1, EDR
FFEE 14 CALL DWORD PTR DS: [ERX+141
A4431F0E| SESS @3 MOU EDH, DWORD PTR DS: [EEH+S]
A4431FDS( 2502 TEST EDi, EDX
B4421FDS(~ @F24 19FFFFFF | JE anwlc.84431EF4
B4431FOE L) HOF
B4431FOC SOvd26 B8 LEA ESI,OWORD FTR DS:LCESI]
Bd431FES SEEA ML ECE, OWORD FTR D5: CEDR]
B4431FE2 91424 MOL OWORD PTR S5:CESP1, EDR
B4431FES FFE1 &4 CALL DOWORD PTR DOS: [ECH+E41]
B4431FES 8B5S 2C MO EDX, DWORD PTR DS: CEEX+3C]
A4431FEE( 2502 TEST EDi, EDX
B4421FED(~ G@FS4 BCFFFFFF | JE anwlc.84431EFF
B4431FF3 SOEE AAEEEEEE | LEA ESILOWORD FTR DS:LCESI]
044iFFS| EDBCzC pennnon| LE EDLIOWORD PTG OS:(EDL]
05 [E456E4E4 1 SHESEESEE
Address [Hen dump ASCII
HACEEAES | BE BE SF BB B2 68 62 68 FS 61 BB B2 60 61 69 BE| .B8r.8.08.208maln
B4EEE4AFS [ BE B2 37 BE B2 B0 B2 88 F1 81 OA 82 68 80 00 &9 . av.B.8. 8. 8....
B4EEESES | 3@ 20 33 3236 50 28 &0 &1 &9 6E 28 &1 62 63 &5|BE2Z0] main acce
24568514| 73 73 28 &4 €% 2 75 €7 3 20 63 GF €F €E £5 &5 55 debuar comeo
This way, approximately 1 in 20 executions will jump to our own code.
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