
Practical demonstration of VLC ActiveX vulnerability 

 

For this demonstration I will use a web server, the link can be sent to the 

victim by mail, in this case we send him a link to a webserver, which is: 

 

http://192.168.67.124/VLC/index.html 

 

 

 

The victim should click on the link included in the mail, or we should suggest 

him somehow to visit that link. 

 

 

 

When executed, the javascript code crashed here: 

 

http://192.168.67.124/VLC/index.html


 

 

This is a bad initialized pointer, the Internet Explorer may crash inmediately, 

or sometimes it may crash when closing it, because it is handling somehow the 

exception, or it may crash after navigating to another page. 

 

Now this pointer leads to this zone: 

 

 

What is found here depends on information previously loaded in memory: the 

javascript can load, before the exploitation, files that store information in 

that zone. When the program crashes, there is a call [eax+14] that takes a 

pointer that is not well initialized and can redirected execution to our own 

code. We have managed to use this vulnerability to make the program jump to our 

code, although we are still working to make it more reliable. The challenge is 

to fill correctly the memory zone of this pointer, to make a reliable exploit. 

 

There are other ways of exploiting the same vulnerability, I have another 

example that crashes in the same place by executing an ogg file that can be in 

the webserver, and redirect to a link to be executed directly in the Internet 

Explorer. In that case, by executing a complete file and filling in more 

information in the zone of the pointer, we can make it more reliable. 

 

This is the image of this second example, the crash and the pointer: 

 

 



 

We can see that this zone is full of garbage, and in this case that the 

execution will jump to 7300. 

 

 

In the following third example, it will jump to 370200, which is part of the 

garbage that was left there: 

 

This way, approximately 1 in 20 executions will jump to our own code. This needs 

more research to make it more reliable, but it can be seen that the bad 

initialized pointer makes the program crash, and jump to any direction left in 

memory by previous files, or by previously visited pages. 
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