Business Case / Purchase Justification for CORE IMPACT Pro
This document is intended to help you justify the purchase of CORE IMPACT Pro to meet the goals of your vulnerability management, penetration testing and regulatory compliance initiatives. CORE IMPACT Pro allows your organization to proactively test its overall information security posture to more effectively mitigate risk. The content below focuses on the product’s ability to help your organization validate and prioritize its most significant vulnerabilities across a broad range of IT assets, confirm the efficacy of security defense mechanisms, and demonstrate compliance with security standards and regulations.

You are encouraged to copy and use this information for the explicit purpose of creating your own internal business case or purchase justification for CORE IMPACT Pro. The below content is written from the point of view of you, the product requester. 

If you have questions or require additional information for your business case, please contact us at +1 617-399-6980 or info@coresecurity.com.
Executive Summary

This is a proposal for the purchase and implementation of CORE IMPACT Pro from Core Security Technologies. IMPACT Pro is a software product that we can use internally to test the security of our network systems, endpoints, web applications, and wireless networks, as well as our exposure to phishing and other emailed-based social engineering attacks. IMPACT Pro fundamentally addresses the vulnerability assessment and  penetration testing needs that reside within nearly every organization today based on the increasingly sophisticated cybercrime landscape, the continued adoption of new technologies, the proliferation of layered security tools, and the rapidly expanding scope of both government and industry regulations. IMPACT Pro also addresses the growing demand for tangible metrics that can be used to measure the progress of security programs over time and to share those results with IT and business management.

All of these factors have driven the broad adoption of more comprehensive vulnerability management technologies, but unlike defensive tools or scanning systems that address individual threats or provide lists of potential weak points, or security management systems that use algorithms to calculate theoretical risks, IMPACT Pro’s ability to simulate a wide array of real-world threat scenarios enables our organization to test its IT and networking assets just as attackers do. By allowing us to level safe, professionally developed, commercial-grade exploits at our own IT systems and infrastructure, IMPACT Pro will give our organization the ability to proactively assess its most significant security and compliance-related risks. As a result, we’ll be able to gain a firm grasp on where our critical operational weaknesses lie and quickly determine where to focus our remediation initiatives.

Security Testing Overview
CORE IMPACT Pro is an independent, multi-tiered penetration testing software solution that helps us analyze where our most critical vulnerabilities exist across a variety of potential threat vectors. By actively assessing the same paths that hackers and cyber-criminals attempt to utilize in aiming malware, denial-of-service and social engineering attacks at our systems, IMPACT Pro will allow us to prioritize vulnerability mitigation efforts, test the efficacy of existing defenses, and prove our ability to comply with relevant IT or data security regulations. 

CORE IMPACT Pro’s set of automated security testing capabilities offers us a truly unique opportunity to manage risk and maximize ROI related to our layered point defense mechanisms as well as a comprehensive ability to establish and measure security performance benchmarks over time to track the effectiveness of our overall IT security program.

The security challenges that CORE IMPACT Pro can instantly help our organization proactively address include:
· Pinpointing the most critical operational risks to our overall state of IT security

· Assessing the effectiveness of our defensive measures and policies

· Evaluating  the security posture of network systems, endpoint systems, email users, web applications, and wireless networks
· Validating and filtering the results of vulnerability scans

· Complying with regulations that call for penetration testing and other active assessment of security controls

· Communicating the effectiveness of security programs to internal and external constituencies 
CORE IMPACT Pro’s onboard features enable our organization to:

· Safely carry out proactive security testing across network systems, endpoint systems, web applications, email users, and wireless networks.
· Assess our exposure to complex, multistaged threats by testing perimeter and internal defenses using privilege escalation and pivoting techniques to identify potential gaps in protection.
· Identify precisely what electronic data may be exposed to potential theft.

· Validate that existing security controls are functioning properly and in concert to deliver optimal return on investment.
· Maximize security logs and vulnerability scanner results to help prioritize subsequent remediation efforts.
· Confirm that security patches have been properly applied and that systems configuration changes don’t introduce new vulnerabilities.
· Generate detailed reports to share with multiple constituencies, including internal teams, management officials and external compliance auditors.
CORE IMPACT Overview

CORE IMPACT Pro will allow us to perform proactive, independent penetration testing on our systems, applications and end-users. We’ll be able to replicate real-world hacking, malware and data theft techniques and gain actionable data that will help us find and fix our most pressing security weaknesses before they are exploited. Using the product, we’ll be able to determine how well our defensive security measures and awareness policies prevent, detect and react to attacks, including attempted data theft.

IMPACT will allow us to test:

· Web applications resiliency against common cyber threats

· Server and desktop operating systems and critical OS services
· IDS, IPS, firewalls and other network security solutions

· Vulnerability scanner results and remediation system effectiveness
· Endpoint applications (e.g., web browsers, email readers, instant messaging, media players, business applications, productivity tools, etc.)
· Endpoint security solutions (e.g., antivirus, anti-phishing, anti-malware, host-based intrusion detection and prevention systems, etc.)

· End-user awareness of phishing, spam and other social engineering attacks
· Wireless network encryption strength
In addition, CORE IMPACT Pro issues detailed reports that will assist our organization in illustrating ongoing security due diligence and compliance with applicable government or industry-mandated regulations – to both internal teams and external auditors,  and provide us with specific reports for measures such as the Payment Card Industry Data Security Standard (PCI DSS).
How CORE IMPACT Pro Differs from Defensive Security Point Products and Vulnerability Scanners
Unlike defensive mechanisms that monitor for certain types of threats aimed at individual pieces of our IT infrastructure, scanning tools that compile lists of potential vulnerabilities for us to aggregate and analyze, or security management systems that merely attempt to estimate risk, CORE IMPACT Pro will allow us to proactively test our current security status across the majority of our IT infrastructure to identify real exposures that pose immediate threats to our operations.

Core Security conducts ongoing research into cutting-edge vulnerabilities and malware attacks, allowing the company to update its software with new, timely testing capabilities 20-30 times per month. In that sense, Core’s software solutions serve as an independent form of active self-assessment that will allow us to validate the efficacy of our security point solutions to determine whether they’re functioning properly and interacting suitably to keep us best defended. 

By rapidly translating newly discovered vulnerabilities and threats into automated testing capabilities CORE IMPACT Pro truly gives our organization the opportunity to move beyond reactive security and embrace more proactive management of risk.

Specific capabilities of CORE IMPACT Pro include the ability to test for vulnerabilities across:

Network Systems:

· Assess exposure to attacks that target server and workstation OSes, applications and services
· Search for exploitable paths in popular network infrastructure 

· Ensure that network devices are properly configured and up-to-date with security patches

Endpoints:

· Assess exposure to attacks leveled at endpoint device OSes, applications and services

· Search for exploitable flaws in popular desktop applications

· Ensure that devices are properly configured and up-to-date with security patches

Web Applications:
· Test web applications for susceptibility to cross-site scripting, buffer overload and file injection techniques

· Detect vulnerabilities that could allow underlying server OSes to be compromised

· Test applications against user authentication vulnerabilities
Email Users

· Assess the likelihood of email-based exploits to successfully compromise our end-user systems 

· Gather email addresses from public and private data stores to seed threats just as attackers do

· Create targeted spear phishing campaigns that simulate sophisticated social threats
Wireless Networks

· Discover WiFi networks
· Gather information about connected devices, network strength and security protocols
· Replicate attacks against WEP, WPA and WPA2-encrypted networks
By engaging in ongoing, proactive penetration testing across all these vectors, our organization can isolate points of failure in our security infrastructure and address those issues quickly, instead of spending long periods of time analyzing point product log files and vulnerability scanner results.
Our organization can also gain the ability to actively assess the effectiveness and return on investment of broadly-deployed layered security tools including anti-virus, firewall, IDS/IPS, authentication, data leakage protection, compliance and security management systems on an ongoing basis to gauge the value of those systems and validate past and future spending plans.

Why CORE IMPACT Pro?
Following are some of the reasons why I’m recommending that we use CORE IMPACT Pro to satisfy the security testing requirements of our organization:

Product Characteristics
· Can be used effectively by existing internal staff 

We can use the product with our existing staff and skill sets. Training requirements are minimal and provided by the vendor – and the product is easy to use. Performing testing ourselves enables us to limit knowledge of identified security weaknesses to a select group of internal security staff. It also allows us to regularly assess our security status as we add, update and upgrade endpoints, servers, networking gear, web applications and other IT assets.

· Product quality, stability and safety for our network
IMPACT Pro is a commercial-grade security testing solution. It tests our security against hacking, malware and data breach attempts using the same techniques that cyber criminals employ, however it does this safely and securely – without putting the security or stability of our networks, endpoints or applications at risk. The test code it runs is developed entirely in-house by Core Security and undergoes frequent and thorough quality assurance review. This means that we can run regular tests against our IT assets and infrastructure with minimal risk to systems uptime.

· Reporting and auditing capabilities
IMPACT Pro generates clear reports containing details about tested networks, applications and systems, results of end-user tests, audits of all simulated data breach attempts, details about proven security weaknesses, visual attack path charts, and links to related remediation information. This will assist us in communicating risks to technical and nontechnical audiences, prioritizing our ongoing vulnerability remediation efforts and preparing for compliance audits.

· Enabling consistent and repeatable security testing

IMPACT Pro allows users to schedule network and endpoint penetration testing, as well as vulnerability validation, to occur automatically on a regular basis, assuring security effectiveness as IT infrastructure evolves and as new threats emerge. This will lend consistency to our testing programs by enabling a more structured approach to assessment and arming us with clear metrics to measure progress to over time. In addition, IMPACT Pro’s delta and trend reports can help us to track our progress in remediating specific vulnerabilities.

· Ability to test our heterogeneous infrastructure 

The product is developed to replicate security compromises from as many approaches as are relevant (e.g., from within our network, from outside of our firewall, over wireless networks, via applications authentication or email-based social engineering, etc.). It can also help us identify weaknesses across various operating system platforms, versions and service packs existing on systems throughout our network – including those that involve critical operations or handle sensitive data.

· Ability to test web applications 
IMPACT Pro is the market’s only commercial-grade automated web applications penetration testing software, allowing to us to verify that both commercial and proprietary web applications are protected against threats that seek to compromise Cross-site scripting, SQL injection (including blind injection) and PHP file inclusion vulnerabilities. In addition to addressing the requirements of PCI, isolating these types of vulnerabilities will protect us against the most ubiquitous forms of attacks being targeted at web applications today.
· Constant updates for testing against the latest attack trends

A combination of increasing connectivity, ongoing technology adoption and modification, and persistent cyber criminals means that the security landscape is constantly evolving. As part of its product subscription, Core Security provides regular updates that test for newly discovered vulnerabilities in operating systems, services, end-user applications, web applications, wireless networks, and other potential points of exposure.
Security Industry Recognition and Use

· Favorable product reviews 

IMPACT Pro is regarded as a top security testing product by industry publications and independent security analysts. Following are excerpts from product reviews, as well as links to the reviews:

SC Magazine – Top 20 Products of the Past 20 Years
"We have seen many of the other commercial and open source pen test tools and there are some very good ones. But when it comes to needing a consistent, configurable, customizable, easy-to-run pen testing tool, Core Impact from Core Security is a favorite hands-down. And it's because of its strength and consistency that it makes our anniversary list."
http://www.scmagazineus.com/Core-Impact/Review/3013/ 
InfoWorld – 2008 Technology of the Year award recipient

“Core's smart dashboard, friendly UI, attack configuration wizards, and focused reports make penetration testing easier than ever to conduct and interpret."
http://www.coresecurity.com/files/attachments/InfoWorld_Jan_2008.pdf
Information Security – “Hot Pick” product
"CORE IMPACT Pro is an amazing tool to validate your security posture. We highly recommend it to security engineers to verify the vulnerability of their networks, or confirm test results from third-party consultants."

http://www.coresecurity.com/files/attachments/CORE_IMPACT_Information_Security_Review.pdf
· Product adoption by trade publications, security associations and training organizations

IMPACT Pro is used by trade publications such as SC Magazine (http://www.scmagazine.com) and ICSA Labs (http://www.icsalabs.com) to test, review and compare other security applications – including many of the defenses mandated by government and industry regulations. The product is also used by multiple security training organizations including the SANS Institute (http://www.sans.org), the largest information security training and certification organization in the world.
Vendor Presence and Customer Base
· Market leadership

Core Security Technologies is the established market leader in commercial-grade penetration testing technology and is widely recognized for product innovation and customer success by industry analysts and security publications. The company has been in business since 1996 and is based in Boston, MA.

· Customer base

Over 900 organizations worldwide use IMPACT for penetration testing. Click here to view a partial customer list on Core Security’s website: http://www.coresecurity.com/content/customers
· Thought leadership
In addition to providing its own security testing products and services, the company develops commercial software products for other security vendors, collaborates with leading consulting firms to provide IS expertise, and contributed extensively to industry publications. The company also has a highly regarded research arm, CoreLabs, which works to anticipate, find and solve future information security issues. Core officials have also provided recent Congressional testimony on the topic of advancing matter of national cyber-security.

Product Cost
IMPACT Pro starts at $30,000/year.

The product subscription includes:

· Software license

· All version upgrades

· Regular product updates 

· Training

· Customer support

Why now?

Now more than ever before, we are under increasing pressure to keep our IT and networking operations up-and-running, to protect our infrastructure from attack, and safeguard our organization’s valuable data, as well as that of our business partners and customers. In addition to defending our critical business processes and organizational reputation, we must consider the expanding scope of regulatory and legal implications attached to potential security failures, and increase our efforts to more actively address related risks. Comprehensive, proactive penetration  testing software solutions, namely CORE IMPACT Pro, offer our organization a unique ability to assess our overall security posture on an ongoing basis to better align our defenses and understand areas where vulnerabilities and risks still exist to prioritize remediation and future spending plans.
